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Reference Documents

Notice of Rights All rights reserved.This document is the property of the LXI Consortiulnmay be
reproduced, unaltered, in whade in part, provided the LX¢opyright notice is retained on every document

page.

Notice of Liability The information contained in this document is subject to change without notice.
APreliminaryo releases ar e {ofeconceptpestingahdmayanbfiesm n devel opr
the final fAReleasedo specification.

The LXI Consortium, Inc. makes no warranty of any kind with regard to this material, including but not
limited to, the implied warranties of merchantability and fithess for a particular purpose. The LXI
Consortium, Inc. shall not be liable for errors or omissions contained herein or for incidental or
consequential damages in connection with the furnishing, performance, or use of this material.

LXI Standards Documents are developed within the LXI Consortium BXt Technical Working

Groups sponsored by the LXI Consortium Board of Directors. The LXI Consortium develops its standards
through a consensus development process modeled after the American National Standards Institute, which
brings together volunteers mgsenting varied viewpoints and interests to achieve the final product.
Volunteers are not necessarily members of the Consortium and serve without compensation. While the LXI
Consortium administers the process and establishes rules to promote fairhesimsensus development
process, the LXI Consortium does not exhaustively evaluate, test, or verify the accuracy of any of the
information contained in its standards.

Use of an LXI Consortium Standard is wholly voluntary. The LXI Consortium and its nerdiselaim
liability for any personal injury, property or other damage, of any nature whatsoever, whether special,
indirect, consequential, or compensatory, directly or indirectly resulting from the publication, use of, or
reliance upon this, or any otheXl Consortium Standard document.

The LXI Consortium does not warrant or represent the accuracy or content of the material contained herein,
and expressly disclaims any express or implied warranty, including any implied warranty of

merchantability or fithess for a specific purpose, or thatuse of the material contained herein is free from
patent infringement. LXlI Consortium Standards documer
Consortium Standard does not imply that there are no other ways to produce, test, measure, purchas
market, or provide other goods and services related to the scope of the LXI Consortium Standard.
Furthermore, the viewpoint expressed at the time a standard is approved and issued is subject to change
brought about through developments in the stathefitt and comments received from users of the

standard. Every LXI Consortium Standard is subjected to review at least every five years for revision or
reaffirmation. When a document is more than five years old and has not been reaffirmed, it is refssonable
conclude that its contents, although still of some value, do not wholly reflect the present state of the art.
Users are cautioned to check to determine that they have the latest edition of any LXI Consortium
Standard.

In publishing and making this doment available, the LXI Consortium is not suggesting or rendering
professional or other services for, or on behalf of, any person or entity. Nor is the LXI Consortium
undertaking to perform any duty owed by any other person or entity to another. Anly pglizimg this,
and any other LXI Consortium Standards document, should rely upon the advice of a competent
professional in determining the exercise of reasonable care in any given circumstances.

This specification is the property of the LXI ConsortitarDelaware 501c3 corporation, for the use of its
members.

Interpretations Occasionally questions may arise regarding the meaning of portions of standards as they
relate to specific applications. When the need for interpretations is brought to themtéhXI

Consortium, the Consortium will initiate action to prepare appropriate responses. Since LXI Consortium
Standards represent a consensus of concerned interests, it is important to ensure that any interpretation has
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also received the concurrenceadbalance of interests. For this reason, LXI Consortium and the members

of its working groups are not able to provide an instant response to interpretation requests except in those

cases where the matter has previously received formal consideReiqunsts for interpretations of this

standard must be sentitderpretations @Ixistandard.org using thef o r Requist for Interpretation of

an LXI Standard Docunmd . Thi s document plus a |ist of interpret:
L X1 Consor tihitpobvew. ldéeabdard.aorg e :

Trademarks Product and company naméged are trademarks or trade names of their respective
companies.No investigation has been made of comrem trademark rights in any work.

LXI is a registered trademark of the LXI Consortium

Patents Attention is drawrio the possibility that some of the elements of this document may be the
subject of patent rights. A holder of such patent rights has filed a copy of the do¢iratamt Statement
and Li censi nuthtieeConsaatiuna Byi pablication of this sthard, no position is taken with
respect to the existence or validity of any patent rights in connection ther®thtr. patent rights may

exist for which the LXI Consortium has not received a declaration in the form of the dodifaésrit
Statement andicensing Declaratiod. The LXI Consortium shall not be held responsible for identifying
any or all such patent rights, for conducting inquiries into the legal validity or scope of patent rights, or
determining whether any licensing terms or conditiongeasonable or nediscriminatory. Users of this
standard are expressly advised that determination of the validity of any patent rights, and the risk of
infringement of such rights, is entirely their own responsibility.

ConformanceThe LXI Consortiumdraw at t ent i on LXIConsdrtiem Rolicgfarme nt i
Certifying Conformance to LXI Consortium Standards Thi s document specifies the
be followed to claim conformance with this standard.

Legal IssuesAttention is drawn to the docuamn LXI Gonsortium Trademark and Patent Polide$his

document specifies the requirements that must be met in order to use registered trademarks of the LXI
Consortium.
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1 Overvi ew

This document contains a repositoryeamples and discussions to assist developers in achieving
LXI conformance.This material is considerddformative, which means it contairisformation,
terminology, example web pages, XML file content, ¢hat is not subject to the strict revisimd
content control required fadhe LXI Device Specification or other LXI standard documents.

The glossary is considerdtbrmative based upon what is regarded as the standard of correctness in
using the termiology. The terminology found in the glossary is used in Rules and Permissions in
determining whether a device is conformant to the LXI Standard.

Additions and sbitractions deemed useful by LXI members and committees need only approval by
key member invalement and does not require overall LXI membership voting.
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2 LAN Status I ndi
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The health status of LAN for an LXI Device is very important to Us&exction 2.5 of the LXI Device
Specification illustrates various methods to display LAN Status. Rue@ovides additional information

related to indication of LAN Configuratiogproblems In general, the following bulleted items cover the

commaon error concerns:

9 Failure to acquire a valid IP address
1 Detection of a duplicate IP address

1 Failure to renew an already acquired DHCP lease

1 LAN cable disonnected

There are roughly three types of front panel interfaces found on most LXI devices:

1 Front PaneWith high resolution graphicalisplay

1 Front Panelvith no display and using LEDs to cggy information

1 Front Panel with limited display showing only alphiameric characters

Each of these are illustrated in the figure below.

IP Address: 0.0.0.0 LAN Status:
Subnet Mask: 0.0.0.0 Gateway:
7 un LAN Status
Fault

O —
= -}
& -—
o L ____J

Fault
0.0.0.0

Front Panel
with Display

Front Panel

No Display

Front Panel

Limited Display

Thefirst two examples have clear indications on the Front Panel that something is wrotigelwiiN
connection The LAN Status Faultondition is presentegisa Red LED or IP address of all zeros. LXI
Devices with Front Panel Displays using higdsolution graphics oftemplementthe LAN Status
information deep within menugnce found, those displays must @nta LAN Status that indicates the

health of the LAN. In the case above, Red letters indicatirguiéé d r aw t he User 6s

It is not sufficient to supply only an IP address with 0.0.0.0 as an indicatfanlbtondition Such ighe
case with the bottom device using a limited display. Note the use of 0.0.0.0 as an indication of fault, but

al so note the inclusion of

t he

fi*0 character.

In all cases abovehé User of the devicreferdo documentation to determine the problem. User
documentation would then signal what the various fault conditions indicate. For example, the LXI Device
Specification specifies a solid vs. blinking LED different colorswith different meanings.
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When supplying a highesolution display where the LAN Status informatisimplemented deeip the
menu structure, you should consider providing some sduANf Statuson the main display. Some
vendors use methods similar to what you might fimthelower right corner on a computer displayhere
a small icon representing the LAN network health sheame of the following indicators:

1 Red slash through a circle over LAN icon

1 Yellow yield sign near LAN icon

1 Revolving ball over LAN icon

1 Flashing patter indicating LAN reconnecting

LXI Devices with menu drive displays often make use of Information Dialogs that pop up on top of the
display to indicate issues such as Lost Connection, Lost Lease, or Duplicate IP address. This signals the
User to addresthe problem and is important for such problems.
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3 LAN Configuration Initialize

Section 2.4.5 refers to Rad associated with LCIl or LAN Ret This is a very importdrpart of an LXI
Device. For devices without memniven Front Panel displays, a tart accessible from a recessed hole on
the front or back of the device is required. For devices with rdeiven displays, the LCI is often found
implemented deewithin the menu structure under various headings:

1 System or System Configuration
9  Utility or Utilities
1 10 Configuration

In all cases, the LXI standard requires a protection mechanism to avoid accidentally pressing the LCI
function. In the case of limited or no displays, the recessed button provides this safety. Fdrivegnu
displays, a sim@ warning popup dialog, to indicate the operation, provides such a safety mechanism.

Finding the LC mechanism should be of primary importance when planning your front panel. Equipment
shared by multiple users might acquire any of the following, whidkerttze product virtually useless to
the nextUser if not known or controllable:

1 User passwordetto lock out LAN configirationor control
1 LXI Device set to Manual IP address on unknown subnet
9 Various discovery protocols disabléelg. mDNS)

The User need only press the LCI mecharfismm the Front Panel to clear up these issuédwe LXI
password is cleared, IRutoconfiguration (DHCP) is restoredndmDNS and othediscoveryprotocols
arere-activated. Section 8.13 of the LXI Device Speicifition supplies a table of the items affected by LCI
along withtheassociated sections.

When using static IP addressing, it is very easy to pick an address already in use bydenat®erThe

LXI device mustwithdraw its LAN connection or drop intoudolP (Link Local Addressing) to remain
connected.LClI can restore the LXI Devic® a connected LAN status.

Copyright 2016 LXI Consortium, Inc. All rights reserved.
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4 ExampNeeb Pages

The following sample web pagase for reference in constructing pages that adhere to the requirements of

the LXI Specificatio. Section 9.10 refers to this document when planning your web pagesneed not

follow the exactformat, colors, or layout. Your final web pages should contain the required content, as

indicated in the various headings on each of the example webpage You may f ol l ow your co
guidelines for format, colors, or layout.

The LXI Device Specification and the various LXI Extended Function documents detail the content
required for these page¥he following example pages show both blank examplegyguichal content.
These example pages were derived fromLikeReference Design

LXI Instrument Welcome Page

This is thewelcomePage of the LXI Device obtained lentering the IP Address or Hostname into an
Internet Browser.Section 9.2 in the LXI Device Specification addresses the conlimiice the links on

the left in the image below. They represent additional pages which may be required, dependent upon
whetter you are implementing various LXI Extended Functions. LAN Configuration; however, is a
requirement for all LXI Devices.

LI - LXI Reference Desig: X

« C | [ localhost/index.ht %

(Home | Instrument Home Page

LXI Reference Design:

_Loaging Instrument Model
== 7 Manufacturer

Serial Number
Security =

Mlossay LXI Extended Functions
LXI Version

For help and support, please visit our
website at
yww.|xistandard.org

MAC Address

TCP/IP Address

Firmware Revision

Current Time

Current Time source
Instrument Address String
Instrument Identification Start
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http://www.lxistandard.org/Resources/Resources.aspx#tabs-5

& http://localhost/index.htm

D = & | & 1a-T5er-98765T

LAN Configural

LXI

Instrument Home Page

Reference Design:

Logaging

LAN Events

Security

Glossary

For help and support, please
visit our website at
www.|xistandard.org

Instrument Model 98765T
Manufacturer | TSEP
Serial Number | 112233
Description TSEP Virtuallnstrument 98765T - 112233
Fﬁ&?g‘::”d‘*d LXI Event Log, LXI Event Messaging, LXI HISLIP, LXI [Pv6
LX1 Version 1.5 LXI Core 2011
Hostnames LXI-Test.local

/4

MAC Address

74-D04-35-6B-42-B7

TCP/IP Address

| fes0:0:0

192.168.7.120
:ch5:55fa:3f0a:c7c4
2000:1:0:0:0:0:0:85

Firmware Revision

| v1.05

Current Time

2016-09-07 10:35:20

Current Time source

Operating system

Instrument Address
String

TCPIP::192.168.7.120::hislip0: . INSTR
5 ::hislip0::INSTR.
lip0: :INSTR.

b5:55fa:3f0a:c7c4]: hislipl::INSTR

b5:55fa:3f0a:c7c4]: thislip2: 1 INSTR.
TCPIP::[2000:1:0:0:0:0:0:85]::hislip2: :INSTR

Instrument

Identification

Lan eXtensions for Instrumentation
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LXI LAN Configuration Page

The following show examples of LAN configuration for both IPv4 and IPS6ction 9.5 oftte LXI

Device Specification addresses the content for IPv4. Section 21.11 of the LXI Extended Function IPv6
addresses its content requirements.

= =] X
[') X2 - LXI Reference Desigr X Y%
C | [} localhost/ipconfig.htm B =
/A LXI Reference Design
1Pv4 Configuration
_LAN Configuration
DNS
_LAN Events
Seaiy | Domain Name
—| HISLIP Port
For help and support, please visit our
website at Submit
www Ixistandard.org SR
[Tce/1p Mode | % DHCP & Auto-IP —» ) Manual ]
I 177 configuration saquance. |
at least one must be selected
Adapter name
1P Address 1 5 .
Subnet Mask g § g
Default Gateway i . i i
DNS Server(s) i ! iy
—
Submit |
» Advanced IP Configuration
/// Lan eXtensions for Instrumentation m

) LXI - LI Reference Desigr X

C | [ localhost/ipvécc G =
/4 ;
LXI Reference Design:
1Pv6 Configuration
_LAN Configuration
_Logaging
T S
e HISLIP Port .
_Glossary —-
For help and support, please visit our
bsite at
wwwnandardong T
[TcP/1P Mode [ DHCP/Auto-1P —» SLAAC/Auto-1P |
| P configuration sequence, |
at least one must be selected
Adapter name
Link-Local IP Address : : : : E : s
1P Address 7:7:7:7:‘71:7:7:7
Subnet Prefix Length
Default Gateway : $ 3 2 B
DNS Server(s) [ 1:C [ E N |
|
» Advanced IP Configuration
/// Lan eXtensions for Instrumentation m
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2 http://localhost/ipconfig.htrm

B~ & | & La- TSEP-08765T

IPv4 Configuration

LAN Configuration

1Pv4 Configuration

LXI Reference Design:

Hostname Lx-Test

1Pv6 Confiquration

DNS Hostname(s) LXI-Test local

Logging

Domain Name

LAN Events

HISLIP Port 4860

Security

Description

TSEP Virtuallnstrument 98765T - 112233

Glossary

For help and support, please
visit our website at
www.Ixistandard.org

TCP/IP Mode ¥ DHCP & Auto-TP

[ manual

| IP configuration sequence,
 at least one configuration must be selected

Adapter name Local Area Connection

IP Address 192 . |168 T .[120
Subnet Mask 255 . 2558 255 0
Default Gateway 192 .|168 |7 -1
DNS Server(s) 192 . 168 ar R

» Advanced IP Configuration

Lan eXtensions for Instrumentation

@ hitp://localhost/ipvGconfig.htm

D = & || & 13- Tsep-08765T

LAN Configuration

1Pv4 Configuration

IPv6 Configuration

IPv6 Configuration

LXI Reference Design:

Hostname |LX\-Test

DNS Hostname(s) LXI-Test local

Logqin Domain Name
_LAN Events HISLIP Port 4830
e DT TSEP Virtuzlinstrument 98765T - 112233
Glossary

For help and support, please
visit our website at
www.|xistandard.org

TCP/IP Mode + DHCP/Auto-IP

SLAAC/Auto-TP

1P configuration sequence,
at least one configuration must be selectsd

Adapter name Local Area Connection

Link-Local IP Address fe80  |: (D ;[0 ;0 : |ch5 :[65fa | :|3fDa ccd

1P Address 2000 |:[1 ;[0 ;0 0 0 ;[0 85

Subnet Prefix Length 128

Default Gateway

DNS Server(s) fecO |0 1|0 i 0 |0 0 1
fecD |0 1|0 i 0 :|D 0 2

» Advanced IP Confiquration

Lan eXtensions for Instrumentation
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LXI Advanced IP Configuration Page

Some LAN Configurations are optional, as indicatethenLXI Device Specification. Here is an example
of implementing some of those featuré&&me vendors actually place such features illustrated below
within the LAN Configuration page, as described earlier.

[¥) L0 - LXI Reference Desigr x Y%

C  [3 localhost/ipadvanced.htm B =

WEMI Reference Design:

Advanced IP Configuration
_LAN Configuration
= Auto: it Enabled
ICMP Ping Disabled
s i ® Enabled
mDNS and DNS-SD Disabled
® Enabled
For help and support, please visit our Submit
website at
i bstarcard.org » Basic IP Configuration

/j/ Lan extensions for Instrumentation w I
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LXI LAN Events Page

Section 4.3 oftte LXI Event Messaging Extended Function addresses the content of the LXI Events page.
Here is an example from theX| Reference Design

[ LXI - LXI Reference Desigr X

€ - C' | [} localhost/lanevents.htm &

/§LXI Reference Design: I

LAN Configuration LAN Event Parameter
_Logging T
[[own Domain:

_LAN Events

S M I LAN Events

Glossary

- Event ID LANO v
For help and support, please visit our
website at | Error Message
www.Ixistandard.org | Acknowledgement
Flags
_J Stateless Event
! HW Flag
Use Timestamp (Out of scope) (Disabled)
UDP multicasting ®
TCP )
Send to IPv4:
| \ . - | 1F 1Pv4 is incomplete or exceeds the range of 0 to 255, IPV6 is submitted.
Send to IPv6:
| Submit Event |

LAN Events History

Recv.From Proto | Domain Event Id Sequence IEEE Ts IEEEEp | Err | ReT | HW

Current Processed LAN Events:
(max. 8 events)

Clear History | [ Refresh History

Copyright 2016 LXI Consortium, Inc. All rights reserved.


http://www.lxistandard.org/Resources/Resources.aspx#tabs-5

@ hitp://localhost/lanevents.htm D = &) & 1a- TSEP-98765T

LXI Reference Design:

LAN Configuration LAN Event Parameter
_Loaging
| LAN Events | [ own Domain: 0
Security

| Glossary | Manual LAN Events

For help and support, please visit Event ID ‘LAN 0 Vl
t

our website
www.lxistandard.org

[ Error Message
[ acknowledgement

Flags
[ stateless Event
] HW Flag

Use Timestamp (Out of scope) {Disabled)

UDP multicasting
TCP

Send to IPv4:

I .1 .1 -] | 1 19v4 is incomplate or sxcesds the rangs of 0 to 255, IPvE is submitted.

Send to IPVG:

Submit Event

LAN Events History

Recv.From |Proto|Domain‘Event 1d|Sequence | IEEE Ts | IEEE Ep‘ Err ‘Reil HW

E(\:,':_’;;rft prrzzEE L fe80:0:0:0:cb5:55fa:3f0a:c7¢4 | UDP a LAND 1 not used [i] false false false
(max. 8 events) 192.168.7.120 UDP i} LAND 1 not used Q false false false
192.168.7.120 uDP a LAND 2 not used a false false!false

feB80:0:0:0:cb5:55fa:3f0a:c7c4 | UDP a LAND 2 not used a false falsefalse

Clear History
Refresh History

/// Lan eXtensions for Instrumentation
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LXI Event Logging Control Page
Section 4.3 of the LXI Event Messaging Extended Function addresses the content of the LXI Events page.

Here is an example from the LXI Reference Design. Section 6 of the LXI Event Log Extended Function
has additional information of Event Logging amdrhats.

Copyright 2016 LXI Consortium, Inc. All rights reserved.



























