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Reference Documents

Notice of Rights All rights reserved.This document is the property of the LXI Consortiuthmay be
reproduced, unaltered, in whade in part, provided the LXI copyright notice is retained on every document

page.

Notice of Liability The information contained in this document is subject to ghavithout notice.
APreliminaryo releases ar e {ofeconceptpestingahdimayanbtirelest devel opr
the final fRel easedo specification.

The LXI Consortium, Inc. makes no warranty of any kind with regard to this material, inglodimot
limited to, the implied warranties of merchantability and fithess for a particular purpose. The LXI
Consortium, Inc. shall not be liable for errors or omissions contained herein or for incidental or
consequential damages in connection with thiai§hing, performance, or use of this material.

LXI Standards Documents are developed within the LXI Consortium and LXI Technical Working

Groups sponsored by the LXI Consortium Board of Directors. The LXI Consortium develops its standards
through a cosensus development process modeled after the American National Standards Institute, which
brings together volunteers representing varied viewpoints and interests to achieve the final product.
Volunteers are not necessarily members of the Consortium arelwgighout compensation. While the LXI
Consortium administers the process and establishes rules to promote fairness in the consensus development
process, the LXI Consortium does not exhaustively evaluate, test, or verify the accuracy of any of the
informaion contained in its standards.

Use of an LXI Consortium Standard is wholly voluntary. The LXI Consortium and its members disclaim
liability for any personal injury, property or other damage, of any nature whatsoever, whether special,
indirect, consequeial, or compensatory, directly or indirectly resulting from the publication, use of, or
reliance upon this, or any other LXI Consortium Standard document.

The LXI Consortium does not warrant or represent the accuracy or content of the material coetained h

and expressly disclaims any express or implied warranty, including any implied warranty of

merchantability or fithess for a specific purpose, or that the use of the material contained herein is free from
patent infringement. LXI Consortium Standatdl® c u ment s are supplied fAas iso.
Consortium Standard does not imply that there are no other ways to produce, test, measure, purchase,
market, or provide other goods and services related to the scope of the LXI Consortium Standard.
Furthermore, the viewpoint expressed at the time a standard is approved and issued is subject to change
brought about through developments in the state of the art and comments received from users of the
standard. Every LXI Consortium Standard is subjetbde@view at least every five years for revision or
reaffirmation. When a document is more than five years old and has not been reaffirmed, it is reasonable to
conclude that its contents, although still of some value, do not wholly reflect the preseof Htatart.

Users are cautioned to check to determine that they have the latest edition of any LXI Consortium
Standard.

In publishing and making this document available, the LXI Consortium is not suggesting or rendering
professional or other services for on behalf of, any person or entity. Nor is the LXI Consortium
undertaking to perform any duty owed by any other person or entity to another. Any person utilizing this,
and any other LXI Consortium Standards document, should rely upon the advicengpetent

professional in determining the exercise of reasonable care in any given circumstances.

This specification is the property of the LXI Consortium, a Delaware 501c3 corporation, for the use of its
members.

Interpretations Occasionally questionmay arise regarding the meaning of portions of standards as they
relate to specific applications. When the need for interpretations is brought to the attention of LXI
Consortium, the Consortium will initiate action to prepare appropriate responses. %irn€erisortium

Standards represent a consensus of concerned interests, it is important to ensure that any interpretation has
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also received the concurrence of a balance of interests. For this reason, LXI Consortium and the members

of its working groups areat able to provide an instant response to interpretation requests except in those

cases where the matter has previously received formal consideReiquests for interpretations of this

standard must be sentitderpretations @Ixistandard.org using thef o r Requist for Interpretation of

an LXI Standard Documeit. Thi s document plus a |ist of interpret:
L X1 Co n s \Wab sitehitpy/vww.Ixistandard.org

Trademarks Product and company names listed are trademarks or trade names of their respective
companies.No investigation has been maofecommonlaw trademark rights in any work.

LXI is a registered trademark of the LXI Consortium

Patents Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights. A holder of such patent rightsfiled a copy of the documdiRatent Statement
and Li censi nwthtieeConisaatiuna Byi pobtication of this standard, no position is taken with
respect to the existence or validity of any patent rights in connection ther®thitr. patentights may

exist for which the LXI Consortium has not received a declaration in the form of the dodifaésrit
Statement and Licensing Declarat®iThe LXI Consortium shall not be held responsible for identifying
any or all such patent rights, for conting inquiries into the legal validity or scope of patent rights, or
determining whether any licensing terms or conditions are reasonable-disndminatory. Users of this
standard are expressly advised that determination of the validity of any pgiesitand the risk of
infringement of such rights, is entirely their own responsibility.

ConformanceT he L XI Consortium dr awXlCaensottiemPolicyofar t o t he docul
Certifying Conformance to LXI Consortium Standa@ards T hi s d o & thenywrardadures that must i e
be followed to claim conformance with this standard.

LegallssuesAt t ent i on i s dr BXWCQonsbrium Trademadk ard PatentrPolidgthis

document specifies the requirements that must be met in order to terezhtrademarks of the LXI
Consortium.
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Revision history

Revision Description

1.1 Version Corrections to Web Pages, XML Identification, addition of mDNS, and other
corrections.

1.0Version Initial Release November 8, 2016
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1 Overvi ew

This documenta@ntains a repository afxamples and discussions to assist developers in achieving
LXI conformance.This material is considerddformative, which means it contairisformation,
terminology, example web pages, XML file content, etc. that is not subjtwt irict revisiorand
content control required fadhe LXI Device Specification or other LXI standard documents.

The glossary is considerdtbrmative based upon what is regarded as the standard of correctness in
using the terminologyThe terminologyfound in the glossary is used in Rules and Permissions in
determining whether a device is conformant to the LXI Standard.

Additions and sbitractions deemed useful by LXI members and committees need only approval by
key member involvement and does not regaiverall LXI membership voting.
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2 LAN Status I ndi

cat

I on

The health status of LAN for an LXI Device is very important to Us&exction 2.5 of the LXI Device
Specification illustrates various methods to display LAN Status. Rule 8.10 provides additiorrabtion

related to indication of LAN Configuratiogproblems In general, the following bulleted items cover the

commaon error concerns:

9 Failure to acquire a valid IP address

1 Detection of a duplicate IP address

1 Failure to renew an already acquired DPi@ase
1 LAN cable disonnected

There are roughly three types of front panel interfaces found on most LXI devices:

1 Front PaneWith high resolution graphicalisplay

1 Front Panelvith no display and using LEDs to convey information
1 Front Panel with limitd display showing only alphaumeric characters

Each of these are illustrated in the figure below.

IP Address: 0.0.0.0 LAN Status:
Subnet Mask: 0.0.0.0 Gateway:
7 un LAN Status
Fault

O —
= -}
& -—
o L ____J

Fault
0.0.0.0

Front Panel
with Display

Front Panel

No Display

Front Panel

Limited Display

Thefirst two examples have clear indications on the Front Panel that something is wrotigelwiiN
connection The LAN Status Fauttondition is preentedasa Red LED or IP address of all zeros. LXI
Devices with Front Panel Displays using higdsolution graphics oftemplementthe LAN Status
information deep within menugnce found, those displays must contain a LAN Status that indicates the

hedth of the LAN. In the case above, Red letters indicatifgeitd r aw t he User 6s

It is not sufficient to supply only an IP address with 0.0.0.0 as an indicatfanlbtondition Such is the
case with the bottom device usiadimited display. Note the use of 0.0.0.0 as an indication of fault, but

al so note the inclusion of

t he

fi*0 character.

In all cases abovehé User of the device refeis documentation to determitiee problem. User
documentation would then signal what the various fault conditions indicate. For example, the LXI Device
Specification specifies a solid vs. blinking LED different colorswith different meanings.
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When supplying a highesolution disply where the LAN Status informatiasmimplemented deeip the
menu structure, you should consider providing some sduANf Statuson the main display. Some
vendors use methods similar to what you might fimthe lower right corner on a computer daplwhere
a small icon representing the LAN network health sheame of the following indicators:

1 Red slash through a circle over LAN icon

1 Yellow yield sign near LAN icon

1 Revolving ball over LAN icon

1 Flashing pattern indicating LAN reconnecting

LXI Devices with menu drivedisplays often make use of Information Dialogs that pop up on top of the
display to indicate issues such as Lost Connection, Lost Lease, or Duplicate IP address. This signals the
User to address the problem and is important for sumblgms.

Copyright 20162017LXI Consortium, Inc. All rights reserved.



3 LAN Configuration Initialize

Section 2.4.5 refers to Rad associated with LCIl or LAN Ret This is a very importdrpart of an LXI

Device. For devices without memniven Front Panel displays, a button accessible from a recessed hole on
the front or back of the device is required. For devices with rdeiven displays, the LCI is often found
implemented deewithin the menu structure under various headings:

1 System or System Configuration
T  Utility or Utilities
1 10 Configuration

In all cass, the LXI standard requires a protection mechanism to avoid accidentally pressing the LCI
function. In the case of limited or no displays, the recessed button provides this safety. Fdrivegnu
displays, a simple warning pap dialog, to indicate thoperation, provides such a safety mechanism.

Finding the LC mechanism should be of primary importance when planning your front panel. Equipment
shared by multiple users might acquire any of the following, which make the product virtually useless to
thennextUser if not known or controllable:

1 User passwordetto lock out LAN configirationor control
1 LXI Device set to Manual IP address on unknown subnet
9 Various discovery protocols disabléelg. mDNS)

The User need only press the LCI mecharfismm theFront Panel to clear up these issu€he LXI
password is cleared, IRutoconfiguration (DHCP) is restoredndmDNS and othediscoveryprotocols
arere-activated. Section 8.13 of the LXI Device Specification supplies a table of the items affectediby L
along withtheassociated sections.

When using static IP addressing, it is very easy to pick an address already in use bydenat®erThe

LXI device mustwithdraw its LAN connection or drop into AutolP (Link Local Addressing) to remain
connected.LClI can restore the LXI Devic® a connected LAN status.

Copyright 20162017LXI Consortium, Inc. All rights reserved.

(L



4 Ex a mpNeeb

Pages

The following sample web pagase for reference in constructing pages that adhere to the requirements of
the LXI Specification The example pages show both blank examplegygoichl content. These example
pages derive from theXl Reference Desigras indicated in the upper right of each page.

Section 9.10 refers to this document when plannong yveb pagesYou need not follow thexactformat,
colors, or layoushown in the example page¥our final web pages should contain theguired content

as indicated in the various headings on each of the example web pages. You may follow yonrycdmpa
guidelines for format, colors, or layout.

For example, here are a couple of Vendor Welcome Pages\simapr colors, layout, etc.

w KEYSIGljg INGOZ0A Aglent MXA Signal Aatyzer

e

CE Waob-Enabled N9020A Agient MXA
=

=] :

=

terv sasie )
A o % vt e NETH
iw%

i 4 et a7

Then O Frost Paset Henanciien Indieant

) Keithiey-2450-Home - Windows Intemet Explores ey
W\ e ausnm -;"ny-,\ ng P~

(¢ Fovortes gy Keahiey-2450-Heene

A GREATER MEASURE OF CONMFIDENCE
Source Measure Unit

Home o
Admin
LXI Home Instrument Maodel 2450

P Coafg Manufacturer Kedhley hstroments

Lep Senal Number 00000000 Fumware Revision”  1.1.0e
Virtual Front TCP Raw Secket 025 Telnet Port 2
Panel
Send Last L0 Message: 2
Commands (uatony) TSP Link intiskzation ed (00 femote nodes found)
Extract Data
Holp

©.2007:2013 Kethiny Patruments, kc. AL rghts reserved.

The LXI Device Specification and the various LXI Extended Function documents detail teatcon

required for these pages.
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http://www.lxistandard.org/Resources/Resources.aspx#tabs-5

LXI Instrument Welcome Page

TheWelcomePage of the LXI Devicés accesselly entering the IP Address or Hostname into an Internet
Browser. Section 9.2 in the LXI Device Specification addressesedhairedcontent. Notice the links on

the left in the image belowThose linkspoint toadditional pagesf which some areequired for allLXI
Devices For exampleall LXI Devices must provide BAN Configurationand Securitypage Others,

such ag.ogging and LAN Events in this example, are required when implementargpus LXI Extended
Functions.

1) - LXI Reference Desig

& C [Y localhost/index.htrr

Instrument Home Page

] =

LXI Reference Design:

Instrument Model

Manufacturer

Serial Number
= -

LXI ded Functions

For help and support, please visit our
website at
www.|xistandard.or

[3 LXI - TSEP-28765T X

< C | ® 172292150

i
e

LAN Configuration
Clock Synch
_Logging

LAN Events
Security

Glossary

LXI Version

Hostnames

MAC Acdrass

TCP/IP Address

Firmware Revision

Current Time

Current Time source

Instrument Address String

Instrument Identification

Start |

Blank LXI Welcome Page

Instrument Home Page

%

LXI Reference Design:

Instrument Model 98765T
Manufacturer TSEP
Serial Number 112233

Description

TSEP Virtual Instrument 98765T-112233

LXI Extended Functions

LXI Event Log, LXI Event Messaging, LXI HISLIP, LXI IPv6, LXI Clock Synchronization

LXI Version

1.5 LXI Device Spedification 2016

For help and support, please visit cur
website at
www.lxistandard.org

Hi

tsep-demo.local

MAC Address

0C-C4-TA-83-9F-80

TCR/IP Address

172.29.2.150
fe80:0:0:0:ec4:7aff:fed3:0f30
2000:1:0:0:ec4:7aff:fe83:0f80

Firmware Revision

V1.27

Current Time

2017-06-19 10:35:25

Current Time source

Operating system

Instrument Address String

TCPIP::172.28.2.150::hislipd::INSTR
TCPIP::[fe80:0:0:0:ec4: 7aff:fe83:9f80]: :hislipD: :INSTR
TCPIP::
TCPIP:: . h

TCPIP:: :0:0:ec4: 7aff:fe83:9f20]: :hislipl::INSTR
TCPIP:: :1:0:0:ec4:7aff:fed3:9f80]::hislipl::INSTR
TCPIP::172.29.2.150::hislip2::INSTR

TCPIP::[fe80:0: recd:7aff:fe83:9f80]::hislip2 ::INSTR
TCPIP::[2000:1:0:0:ec4:7 aff:fed3:9f80]: :hislip2 ::INSTR

Instrument Identification

Start

Example LXI Welcome Page

Lan eXtensions for Instrumentation

Copyright 20162017LXI Consortium, Inc. All rights reserved.



LXI LAN Configuration Page

The following show examples of LARBonfiguration for beh IPv4 and IPv6.Section 9.5 of the LXI

Device Specification addresses the content for IPv4. Section 21.11 of the LXI Extended Function IPv6
addresses its content requirements.

&3 -8 2.8
Y LXI - LXI Reference Desigr x Y%
C | [} localhost/ipconfig.htm B =
LXI Reference Design:
1Pv4 Configuration
_LAN Configuration
DNS
Secure | Domain Name
—l HISLIP Port
For help and support, please visit our
website at Submit
www Ixistandard.org L
[Tce/1p Mode @ DHCP & Auto-IP ) Manual |
I TP configuration sequence. I
| at least one must be selected
Adapter name
1P Address
Subnet Mask : é .
Default Gateway i )i f
DNS Server(s)
Submit |
» Advanced IP Confiquration
/// Lan eXtensions for Instrumentation m

] LXI - LXI Reference Desigr X

C' | [ localhost/ipv6config.htm Si=

_—--- | XI Reference Design:

IPVG Configuration
_LAN Configuration
i
DNS
_LAN Events -
gyl Domain Name 1
Sty FiSLIP Port

For help and support, please visit our

Submit |
www.|xistandard.org

[TcP/1P Mode [ DHCP/Auto-1P SLAAC/Auto-IP |
| 1P configuration sequence, |
at least one must be selected

Adapter name
Link-Local IP Address : B . . ‘ .
IP Address

Subnet Prefix Length
Default Gateway : : :
DNS Server(s) : ; : : I:

/4 s o oo lXI

Blank IPv4 and 1Pv6 LAN Configuration Pages
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[ LXI - TSEP-98765T x

LAN Configuration

IPv4 Configuration

1Pv4 Configuration

1Pv6 Configuration

H

LXI Reference Design:

tsep-demo

DNS Hostname(s)
Domain Name

tsep-demo. local

Clock Synchr )
Loagin HISLIP Port 1880
LAN Events L= pE TSEP Virtual Instrument 98765T-112233
Security
Submit

Glossary _
For help and support, please visit our

website at [Tce/1P Mode

¥ DHCP & Auto-IP

Manual ‘

1P configuration sequence,
st least one configuration must be selected

Adapter name enol

IP Address 172 .29 2 -|150

Subnet Mask 255 . 255 -0 .0

Default Gateway 172 .29 .2 1

DNS Server(s) 172 .29 .2 a
192 .|168 N 7

Submit

» Advanced 1P Configuration

[ LXI - TSEP-98765T X

= G @ 172.29.2150/ip

Y/ 4

LAN Configuration

1Pv4 Configuration

1Pv6 Configuration

IPv6 Configuration

Hostname

LXI Reference Design:

tsep-demo

DNS Hostname(s)
Domain Name

tsep-demo local

For help and support, please visit our
bsite at

istandard.or

Y/ 4

Clock Synchr _

o RISLIP Port 1880

LAN Events Description TSEP Virtual Instrument 98765T-112233
Submit

Glossary 1

[7ce/tp Mode

DHCP/Auto-IP

SLAAC/Aute-IP ‘

1P configuration sequence,
st least one configuration must be selected

Adapter name enal

Link-Local IP Address fe80 10 :l0 0 :lecd : |Taff : [feB3 : |9f80
IP Address 2000 ) :|0 1|0 : lecd : |Taff :|feB3 : 19780
Subnet Prefix Length B4

Default Gateway feB0 HL Hi 0|0 :2a0 : 57 : [fel6 : [c9ab
DNS Server(s)

» Advanced 1P Configuration

Lan eXtensicns for Instrumentation

/.

Example IPv4 andIPv6 LAN Configuration Pages
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LXI Advanced IP Configuration Page

Some LAN Configuratios are optional, as indicated in the LXI Device Specification. Here is an example
of implementing some of those featuré&&me vendors actually place such features illustrated below
within the LAN Configuration page, as described earlier.

[¥) L0 - LXI Reference Desigr x Y%

€ [0 localhost/ipadvanced.htm

WEMI Reference Design:

Advanced IP Configuration
_LAN Configuration
= Auto: it Enabled
ICMP Ping Disabled
s i ® Enabled
mDNS and DNS-SD Disabled
® Enabled
For help and support, please visit our Submit
website at

/j/ Lan extensions for Instrumentation w I
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LXI LAN Events Page

Section 4.3 of the LXI Event Messaging Extended Function addresses the contehtAdf tReents page.

[ LXI - LXI Reference Desigr X
| =

€& - C | [ localhost/lanevents.htm
_LAN Confiquration LAN Event Parameter
_Logging =
Own Domain:
LAN Events |
i M I LAN Events
Glossary
- Event ID LANO v
For help and support, please visit our
website at ! Error Message
www.Ixistandard.org | Acknowledgement
Flags
) stateless Event
! HW Flag
Use Timestamp (Out of scope) (Disabled)
UDP multicasting O
TCP )
Send to IPv4:
.| ] . | 1f 1Pv4 is incomplete or exceeds the range of O to 255, IPv6 is submitted.
Send to IPv6:
| Submit Event |

LAN Events History

Recv.From Proto | Domain Event Id Sequence IEEE Ts IEEEEp | Err | ReT | HW

Current Processed LAN Events:
(max. 8 events)

Clear History | [ Refresh History |

Blank LAN Events Page
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Example LAN Events Page
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